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Appendix 1

Responsible

exercises that are carried out.

e Updating of preferred supplier
details

e Completion and retention of
quotation details

¢ Shared electronic record keeping.

all services manage
contracts appropriately.

No. Issue Action Due Date Offi Audit Position Update
icer
Payroli From 31 March 2016 the
The internal audit review of the payroll process has been
payroll function identified two areas | moved to a new system. The
for improvement: system supplier is running
* The process for approving new the payroll serviceona - The annual audit of payroll will be carried
system users needs to be bureau basis for the first six .
. Head of out in quarter four (Jan - March 17).
formalised and segregated — months. The 01 October . : : X .
1. . . Professional These areas will be included in the review
currently the main system user recommendations from the 2016 ; ;
. . . Services and reported to committee as part of the
also sets up new users, and audit will be included in the !
: . Internal Audit year-end report.
¢ Exception reports and the payroll | new processes being
run authorisation should be developed and will be fully
reviewed by an officer implemented when the
independent to the process. Council resumes full control
of the function.
Contract Management
The internal audit review of the
contract management process
identified several areas for
improvement: Th it heduled to be f Il
* Review and update of the The recommendations made ¢ ”ese |demsbarcla fc © |Lj0\ed'tq © o:tma y
procurement strategy and contract | in the report have been oflowed-up by Internal Audit in quarter
) four.
register. accepted and work has 31 Head of However the service has confirmed that
¢ Guidance needs to be updated already started on Corporate & - )
2. : . December : . the majority of actions have been
and made available. developing corporate Financial : .
) . 2016 completed and the introduction of
¢ Evidence and review of tender procedures, to ensure that Management

sharepoint and the new intranet has
allowed a more robust record keeping
process and improved guidance.




Responsible

action needed to be taken against
the Council, however the Council
has a duty to ensure its data is
appropriately protected at all times.

be introduced and all
identified suppliers will be
required to sign it.

No. Issue Action Due Date Officer Audit Position Update
Revenues & Benefits System These items are scheduled to be formally
The internal audit review of the followed-up by InternaI_Audit in qua_rter
revenues and benefits system four. However_ the service has confirmed
identified several areas for t.ha_}_;[]hecflolIov.\:cl'ngtgctlo?(sj. ¢ iti
improvement Work is ongoing with the IT Head of clarfied and removed from final report
* Classification process for data recommendations and  the Corporate & e Security violation reports are com Fi)Ied
e Reviewing of security violation service is working in 31 Financial and rev)i/ewed on a rﬁonthl basis pno
3. reports collaboration with the | December | Management violations to date y ’
e Documentation of processes and | Computer Audit Manager, to 2016 /Head of e Documentation of releases & test plans
testing ensure that the control Customer complete. Database interfaces novF\)/
[}
: [B)Zi:/I;tIJopper:qr;r:goefrzedrgz ;r;(: testing | environment is effective. Services rpnrzg?: sse}[g S Br;:? gure write-ups in
:ier;::\slery plan including recovery e |n discussion with supplier re SLA
« Supplier arrangement for ¢ DR provision under review
breaches of the SLA.
Data Protection There is a data protocol for anyone
processing the Councils data. It is
During the year there were two mandatory for all suppliers receiving or
instances where the Council had to processing Council data outside, unless a
inform the Data Commissioner that particular supplier's terms and conditions
personal data had not been A review will be undertaken amount to their acceptance of the same
appropriately managed. On both t0 assess contracts where obligations.
occasions this was as a result of customer details need to be
actions of third party contractors, not shared with suppliers 31 Head of This protocol, which must be signed by
4 failures of Council processes. On A formal brotocol f d D b Corporate & the Council and the supplier's
' both occasions the Data nal protocot for ¢ ata . ©cember | Financial representative, requires the supplier to
e - handling by third parties will 2016 ’
Commissioner considered that no Management keep the data secure, prevent

unauthorised access, guarantee it is not
used for any other purposes and return or
delete it at the cessation of the supplier's
services.

This is managed by the Data Protection
Officer and is set out in the Data
Protection policy 2016/17.




